We consider a quantum relay which is used by two parties to perform several continuous-variable protocols of quantum communication, from entanglement distribution (swapping and distillation), to quantum teleportation, and quantum key distribution. The theory of these protocols is suitably extended to a non-Markovian model of decoherence characterized by correlated Gaussian noise in the bosonic environment. In the worst case scenario where bipartite entanglement is completely lost at the relay, we show that the various protocols can be reactivated by the assistance of classical (separable) correlations in the environment. In fact, above a critical amount, these correlations are able to guarantee the distribution of a weaker form of entanglement (quadripartite), which can be localized by the relay into a stronger form (bipartite) that is exploitable by the parties. Our findings are confirmed by a proof-of-principle experiment where we show, for the first time, that memory effects in the environment can drastically enhance the performance of a quantum relay, well beyond the single-repeater bound for quantum and private communications.
modes are employed in high-speed communications [32] , or propagate through atmospheric turbulence [33] [34] [35] and diffraction-limited linear systems. Most importantly, correlated errors must be considered in relay-based QKD, where an eavesdropper (Eve) may jointly attack the two links with the relay (random permutations and de Finetti arguments [36, 37] cannot remove these residual correlations). Eve can manipulate the relay itself as assumed in measurement-device independent QKD [22] [23] [24] . Furthermore, Alice's and Bob's setups may also be subject to correlated side-channel attacks.
For all these reasons, we generalize the study of quantum relays to non-Markovian conditions, developing the theory for continuous variable (CV) systems [10] (qubits are discussed in the Supplemental Material). We consider an environment whose Gaussian noise may be correlated between the two links. Our model is formulated as a spatial non-Markovian model, where spatially-separated bosonic modes are subject to correlated errors, but could also be connected to a time-like model where the parties use the same channel at different times. In this scenario, while the relay always performs the same measurement, the parties may implement different protocols (swapping, distillation, teleportation, or QKD) all based, directly or indirectly, on the exploitation of bipartite entanglement.
We find a surprising behavior in conditions of extreme decoherence. We consider entanglement-breaking links [38, 39] , so that no protocol can work under Markovian conditions. We then induce non-Markovian effects by progressively increasing the noise correlations in the environment while keeping their nature separable (so that there is no external reservoir of entanglement). While these correlations are not able to re-establish bipartite entanglement (or tripartite entanglement) we find that a critical amount reactivates quadripartite entanglement, between the setups and the modes transmitted. In other words, by increasing the separable correlations above a 'reactivation threshold' we can retrieve the otherwise lost quadripartite entanglement (it is in this sense that we talk of 'reactivated' entanglement below). The measurement of the relay can then localize this multipartite entanglement into a bipartite form, shared by the two remote parties and exploitable for the various protocols.
As a matter of fact, we find that all the quantum protocols can be reactivated. In particular, their reactivation occurs in a progressive fashion, so that increasing the environmental correlations first reactivates entanglement swapping and teleportation, then entanglement distillation and finally QKD. Our theory is confirmed by a proof-of-principle experiment which shows the reactivation of the most nested protocol, i.e., the QKD protocol. In particular, we show that the key rate of this environmental-assisted protocol outperforms the singlerepeater upper-bound for private communication [40] , i.e., the maximum secret key rate that is achievable in the presence of memory-less links.
Results
General scenario.-As depicted in Fig. 1 , we consider two parties, Alice and Bob, whose devices are connected to a quantum relay, Charlie, with the aim of implementing a CV protocol (swapping, distillation, teleportation, or QKD). The connection is established by sending two modes, A and B, through a joint quantum channel E AB , whose outputs A ′ and B ′ are subject to a CV Bell detection [41] . This means that modes A ′ and B ′ are mixed at a balanced beam splitter and then homodyned, one in the position quadratureq − = (q A ′ −q B ′ )/ √ 2 and the other in the momentum quadraturep + = (p A ′ +p B ′ )/ √ 2. The classical outcomes q − and p + can be combined into a complex variable γ := q − + ip + , which is broadcast to Alice and Bob through a classical public channel.
The joint quantum channel E AB corresponds to an environment with correlated Gaussian noise. This is modelled by two beam splitters (with transmissivity 0 < τ < 1) mixing modes A and B with two ancillary modes, E 1 and E 2 , respectively (see Fig. 1 ). These ancillas are taken in a zero-mean Gaussian state [10] ρ E1E2 with covariance matrix (CM) in the symmetric normal form V E1E2 (ω, g, g ′ ) = ωI G G ωI , I := diag(1, 1), G := diag(g, g ′ ).
Here ω ≥ 1 is the variance of local thermal noise, while the block G accounts for noise-correlations. For G = 0 we retrieve the standard Markovian case, based on two independent lossy channels [15] [16] [17] . For G = 0, the lossy channels become correlated, and the local dynamics cannot reproduce the global non-Markovian evolution of the system. Such a separation becomes more evident by increasing the correlation parameters, g and g ′ , whose values are bounded by the bona-fide conditions |g| < ω, |g ′ | < ω, and ω |g + g ′ | ≤ ω 2 + gg ′ − 1 [42, 43] . Alice and Bob connect their devices (red boxes) to a quantum relay, Charlie, for implementing a CV protocol. On the received modes, Charlie always performs a CV Bell detection whose outcome γ is broadcast. Separable Gaussian environment. The travelling modes are subject to a joint Gaussian channel EAB. This is realized by two beam splitters with tranmissivity τ which mix A and B with two ancillary modes, E1 and E2, respectively. These ancillas inject thermal noise with variance ω and belong to a correlated (but separable) Gaussian state ρE 1 E 2 . Entanglement breaking. For ω > ωEB(τ ), bipartite (and tripartite) entanglement cannot survive at the relay. In particular, A ′ is disentangled from Alice's device, and B ′ is disentangled from Bob's, no matter if the environment is correlated or not. Non-Markovian reactivation. Above a critical amount of separable correlations, quadripartite entanglement is reactivated between Alice's and Bob's devices and the transmitted modes, A ′ and B ′ . Bell detection can localize this multipartite resource into a bipartite form and reactivate all the protocols.
In particular, we consider the realistic case of separable environments (ρ E1E2 separable), identified by the additional constraint ω |g − g ′ | ≤ ω 2 − gg ′ − 1 [43] . The amount of separable correlations can be quantified by the quantum mutual information I(g, g ′ ).
To analyse entanglement breaking, assume the asymptotic infinite-energy scenario where Alice's (Bob's) device has a remote mode a (b) which is maximally entangled with A (B). We then study the separability properties of the global system composed by a, b, A ′ and B ′ . In the Markovian case (G = 0), all forms of entanglement (bipartite, tripartite [44] , and quadripartite [45] ) are absent for ω > ω EB (τ ) := (1 + τ )/(1 − τ ), so that no protocol can work. In the non-Markovian case (G = 0) the presence of separable correlations does not restore bipartite or tripartite entanglement when ω > ω EB (τ ). However, a sufficient amount of these correlations is able to reactivate 1 × 3 quadripartite entanglement [45] , in particular, between mode a and the set of modes bA ′ B ′ . See Fig. 9 .
Once quadripartite entanglement is available, the Bell detection on modes A ′ and B ′ can localize it into a bipartite form for modes a and b. For this reason, entanglement swapping and the other protocols can be reactivated by sufficiently-strong separable correlations. In the following, we discuss these results in detail for each specific protocol, starting from the basic scheme of entanglement swapping. For each protocol, we first generalize the theory to non-Markovian decoherence, showing how the and ω = 1.02 × ωEB = 19.38), we show how quadripartite entanglement is reactivated by increasing the separable correlations of the environment (bits of quantum mutual information, which are constant over the concentric contour lines). Inside the gray region there is no quadripartite entanglement with respect to any 1 × 3 grouping of the four modes abA ′ B ′ . Outside the gray region all the possible 1 × 3 groupings are entangled. The external black region is excluded, as it corresponds to entangled or unphysical environments. various performances are connected. Then, we analyze the protocols under entanglement breaking conditions. Entanglement swapping.-The standard source of Gaussian entanglement is the two-mode squeezed vacuum (TMSV) state, which is a realistic finite-energy version of the ideal EPR state [10] . More precisely, this is a two-mode Gaussian state with zero mean-value and CM
where the variance µ ≥ 1 quantifies its entanglement. Indeed the log-negativity [46] [47] [48] is strictly increasing in µ: It is zero for µ = 1 and tends to infinity for large µ.
Suppose that Alice and Bob have two identical TMSV states, ρ aA (µ) describing Alice's modes a and A, and ρ bB (µ) describing Bob's modes b and B, as in Fig. 3 (i). They keep a and b, while sending A and B to Charlie through the joint channel E AB of the Gaussian environment. After the broadcast of the outcome γ, the remote modes a and b are projected into a conditional Gaussian state ρ ab|γ , with mean-value x = x(γ) and conditional CM V ab|γ . In the Supplemental Material, we compute
where the 2 × 2 blocks are given by (ii) Quantum teleportation. Alice's coherent state |ν is teleported into Bob's state ρout(ν), after the communication of γ and the action of a conditional quantum operation Qγ .
(iii) Entanglement/key distillation. In the limit of many uses of the relay, Alice performs a quantum instrument on her modes a, communicating a classical variable k to Bob, who performs a conditional quantum operation on his modes b. This is a non-Gaussian quantum repeater where entanglement swapping is followed by optimal one-way distillation. (iv) Practical QKD. Alice and Bob prepare Gaussian-modulated coherent states to be sent to Charlie. The communication of the outcome γ creates remote classical correlations which are used to extract a secret key. Here the role of Charlie could be played by Eve, so that the relay becomes an MDI-QKD node. and the κ's contain all the environmental parameters
From V ab|γ we compute the log-negativity N = max{0, − log 2 ε} of the swapped state, in terms of the smallest partially-transposed symplectic eigenvalue ε [10] . In the Supplemental Material, we derive
For any input entanglement (µ > 1), swapping is successful (ε < 1) whenever the environment has enough correlations to satisfy the condition κκ ′ < 1. The actual amount of swapped entanglement N increases in µ, reaching its asymptotic optimum for large µ, where ε ≃ ε opt := √ κκ ′ .
Quantum teleportation.-As depicted in Fig. 3 (ii), we consider Charlie acting as a teleporter of a coherent state |ν from Alice to Bob. Alice's state and part of Bob's TMSV state are transmitted to Charlie through the joint channel E AB . After detection, the outcome γ is communicated to Bob, who performs a conditional quantum operation [2] Q γ on mode b to retrieve the teleported state ρ out (ν) ≃ |ν ν|. In the Supplemental Material, we find a formula for the teleportation fidelity F = F (µ, κ, κ ′ ), which becomes asymptotically optimal for large µ, where
Thus, there is a direct connection between the asymptotic protocols of teleportation and swapping: If swapping fails (ε opt ≥ 1), teleportation is classical (F opt ≤ 1/2 [10] ). We retrieve the relation F opt = (1 + ε opt ) −1 in environments with antisymmetric correlations g + g ′ = 0. Entanglement distillation.-Entanglement distillation can be operated on top of entanglement swapping as depicted in Fig. 3 (iii). After the parties have run the swapping protocol many times and stored their remote modes in quantum memories, they can perform a one-way entanglement distillation protocol on the whole set of swapped states ρ ab|γ . This consists of Alice locally applying an optimal quantum instrument [49] A on her modes a, whose quantum outcome α is a distilled system while the classical outcome k is communicated. Upon receipt of k, Bob performs a conditional quantum operation B k transforming his modes b into a distilled system β.
The process can be designed in such a way that the distilled systems are collapsed into entanglement bits (ebits), i.e., Bell state pairs [2] . The optimal distillation rate (ebits per relay use) is lower-bounded [49] by the coherent information I C [50, 51] computed on the single copy state ρ ab|γ . In the Supplemental Material, we find a closed expression I C = I C (µ, κ, κ ′ ) which is maximized for large µ, where I C ≃ − log 2 (eε opt ). Asymptotically, entanglement can be distilled for ε opt < e −1 ≃ 0.367.
Secret key distillation.-The scheme of Fig. 3 (iii) can be modified into a key distillation protocol, where Charlie (or Eve [22] ) distributes secret correlations to Alice and Bob, while the environment is the effect of a Gaussian attack. Alice's quantum instrument is here a measurement with classical outputs α (the secret key) and k (data for Bob). Bob's operation is a measurement conditioned on k, which provides the classical output β (key estimate). This is an ideal key-distribution protocol [52] whose rate is lower-bounded by the coherent information, i.e., K ≥ I C (see Supplemental Material).
Practical QKD.-The previous key-distribution protocol can be simplified by removing quantum memories and using single-mode measurements, in particular, heterodyne detections. This is equivalent to a run-by-run preparation of coherent states, |α on Alice's mode A, and |β on Bob's mode B, whose amplitudes are Gaussianly modulated with variance µ − 1. As shown in Fig. 3 (iv), these states are transmitted to Charlie (or Eve [22] ) who measures and broadcasts γ ≃ α − β * .
Assuming ideal reconciliation [10] , the secret key rate R = R(µ, κ, κ ′ ) increases in µ. Modulation variances µ 50 are experimentally achievable and well approximate the asymptotic limit for µ ≫ 1, where the key rate is optimal and satisfies (see Supplemental Material)
with h(x) := x+1 2 log 2 x+1 2 − x−1 2 log 2
x−1 2 . Using Eq. (6), we see that the right hand side of Eq. (7) can be positive only for ε opt 0.192. Thus the practical QKD protocol is the most difficult to reactivate: Its reactivation implies that of entanglement/key distillation and that of entanglement swapping. This is true not only asymptotically but also at finite µ as we show below.
Reactivation from entanglement breaking.-Once the theory of the previous protocols has been extended to non-Markovian decoherence, we can study their reactivation from entanglement breaking conditions. Consider an environment with transmissivity τ and entanglementbreaking thermal noise ω > ω EB (τ ), so that no protocol can work for G = 0. By increasing the separable correlations in the environment, not only can quadripartite entanglement be reactivated but, above a certain threshold, it can also be localized into a bipartite form by the relay's Bell detection. Once entanglement swapping is reactivated, all other protocols can progressively be reactivated. As shown in Fig. 4 , there are regions of the correlation plane where entanglement can be swapped (N > 0), teleportation is quantum (F > 1/2), entanglement and keys can be distilled (I C , K > 0), and practical QKD can be performed (R > 0). This occurs both for large and experimentally-achievable values of µ.
Note that the reactivation is asymmetric in the plane only because of the specific Bell detection adopted, which generates correlations of the type g > 0 and g ′ < 0. Using another Bell detection (projecting ontoq + andp − ), the performances would be inverted with respect to the origin of the plane. Furthermore, the entanglement localization (i.e., the reactivation of entanglement swapping) is triggered for correlations higher than those required for restoring quadripartite entanglement, suggesting that there might exist a better quantum measurement for this task. The performances of the various protocols improve by increasing the separable correlations of the environment, with the fastest reactivation being achieved along the diagonal g + g ′ = 0, where swapping and teleportation are first recovered, then entanglement/key distillation and practical QKD, which is the most nested region.
Correlated additive noise.-The phenomenon can also be found in other types of non-Markovian Gaussian environments. Consider the limit for τ → 1 and ω → +∞, while keeping constant n := (1 − τ )ω, c := g(ω − 1) −1 and c ′ := g ′ (ω −1) −1 . This is an asymptotic environment which adds correlated classical noise to modes A and B, so that their quadratures undergo the transformations
Here the ξ i 's are zero-mean Gaussian variables whose co- 38) . Each point of the correlation plane corresponds to a Gaussian environment with separable correlations. In panel a we consider the optimal scenario of large µ (asymptotic protocols). Once quadripartite 1 × 3 entanglement has been reactivated (outside the gray ring), we have the progressive reactivation of entanglement swapping (N > 0, yellow region), quantum teleportation of coherent states (F > 1/2, green region), entanglement/key distillation (IC, K > 0, blue region) and practical QKD (R > 0, red region). Panel b as in a but refers to a realistic scenario with experimentally achievable values of µ. We consider µ ≃ 6.5 [53, 54] as input entanglement for the entanglement-based protocols, and µ ≃ 50 as modulation for the practical QKD protocol. The reactivation phenomenon persists and can be explored with current technology. Apart from teleportation, the other thresholds undergo small modifications.
variances ξ i ξ j are specified by the classical CM
where n ≥ 0 is the variance of the additive noise, and −1 ≤ c, c ′ ≤ 1 quantify the classical correlations. The entanglement-breaking condition becomes n > 2.
To show non-Markovian effects, we consider the protocol which is the most difficult to reactivate, the practical QKD protocol. We can specify its key rate R(µ, n, c, c ′ ) for c = c ′ = 1 and assume a realistic modulation µ ≃ 52. We then plot R as a function of the additive noise n in Fig. 5 . As we can see, the rate decreases in n but remains positive in the region 2 < n ≤ 4 where the links with the relay become entanglement-breaking. As we show below, this behaviour persists in the presence of loss, as typically introduced by experimental imperfections.
Recall that, for an additive Gaussian channel with added noise n, the secret key capacity (and any other two-way assisted quantum capacity) is upper-bounded by Φ(n) := (n/2) − 1 ln 2 − log 2 (n/2),
for n ≤ 2 and zero otherwise. The bound Φ(n) in Eq. (9) has been proven in Ref. [55, Eq. (29) ] and here reported in our different vacuum units. In the presence of a relay/repeater, where each link is described by an independent bosonic Gaussian channel, Ref. [40] established that This rate is positive after entanglement breaking (n > 2) and beats the single-repeater bound [40] (based on memoryless links). Points are experimental data: Blue circles refer to ideal reconciliation, and purple squares to achievable reconcilation efficiency (≃ 0.97). Error bars on the x-axis are smaller than the point size. Due to loss at the untrusted relay, the experimental key rate is slightly below the theoretical curve (associated with the correlated side-channel attack).
Entanglement
the secret key capacity assisted by the repeater K 1-rep is upper-bounded by the minimum secret key capacity of the links. In the present setting, we therefore have the single-repeater bound K 1-rep ≤ Φ(n). As we show in Fig. 5 , the presence of classical (separable) correlations in the Gaussian environment lead to the violation of the bound Φ(n) when n 0.369 (for the theoretical curve) and n 0.4 (for the experimental results).
Experimental results.-Our theoretical results are confirmed by a proof-of-principle experiment, whose setup is schematically depicted in Fig. 6 . We consider Alice and Bob generating Gaussianly modulated coherent states by means of independent electro-optical modulators, applied to a common local oscillator. Simultaneously, the modulators are subject to a side-channel attack: Additional electrical inputs are introduced by Eve, whose effect is to generate additional and unknown phase-space displacements. In particular, Eve's electrical inputs are correlated so that the resulting optical displacements introduce a correlated-additive Gaussian environment described by Eq. (8) with c ≃ 1 and c ′ ≃ 1. The optical modes then reach the midway relay, where they are mixed at a balanced beam splitter and the output ports photodetected. Although the measurement is highly efficient, it introduces a small loss (≃ 2%) which is assumed to be exploited by Eve in the worst-case scenario.
From the point of view of Alice and Bob, the sidechannel attack and the additional (small) loss at the relay are jointly perceived as a global coherent Gaussian attack of the optical modes. Analysing the statis- tics of the shared classical data and assuming that Eve controls the entire environmental purification compatible with this data, the two parties may compute the experimental secret-key rate (see details in the Supplemental Material). As we can see from Fig. 5 , the experimental points are slightly below the theoretical curve associated with the correlated-additive environment, reflecting the fact that the additional loss at the relay tends to degrade the performance of the protocol. The experimental rate is able to beat the single-repeater bound for additive-noise Gaussian links [40] and remains positive after the entanglement-breaking threshold, so that the non-Markovian reactivation of QKD is experimentally confirmed.
Discussion
We have theoretically and experimentally demonstrated that the most important protocols operated by quantum relays can work in conditions of extreme decoherence thanks to the presence of non-Markovian memory effects in the environment. Assuming high Gaussian noise in the links, we have considered a regime where any form of entanglement (bipartite, tripartite or quadripartite) is broken under Markovian memoryless conditions. By allowing for a suitable amount of correlations in the environment, we have proven that we can reactivate the distribution of 1 × 3 quadripartite entanglement, and this resource can successfully be localised into a bipartite form exploitable by Alice and Bob. As a result, all the basic protocols for quantum and private communication can be progressively reactivated by the action of the relay. Surprisingly, this reactivation is possible without the need of any injection of entanglement from the environment, but just because of the presence of weaker classical correlations (described by a separable state for the environment). In particular, we have shown that these correlations lead to the violation of the single-repeater bound for quantum and private communications.
Our results might open new perspectives for all quantum systems where correlated errors and memory effects are typical forms of decoherence. This may involve both short-distance implementations (e.g., chip-based), and long-distance ones, as is the case of relay-based QKD. Non-Markovian memory effects should therefore be regarded as a potential physical resource to be exploited in various settings of quantum communication. by the European Union via "Continuous Variable Quantum Communications" (CiViQ, grant agreement No 820466). S.P also thanks the Leverhulme Trust (research fellowship 'qBIO'). G.S. has been sponsored by the EU via a Marie Sk lodowska-Curie Global Fellowship (grant No. 745727). T.G. acknowledges support from the H. C. Ørsted postdoc programme. U. L. A. thanks the Danish Agency for Science, Technology and Innovation (Sapere Aude project).
where A = A T , B = B T and C are 2 × 2 real blocks. Let heterodyne mode a with complex outcome α = (q+ip)/2. The corresponding real outcome a = (q, p) T is achieved with probability
which is Gaussian with classical CM A + I. Correspondingly, mode b is projected on a conditional Gaussian state (2010).
[63] Note that for a TMSV state with variance µ, the amount of two-mode squeezing in dB is given by the formula −10 log 10 µ − µ 2 − 1 .
[64] A quantum instrument is a quantum operation which can have both classical and quantum outputs. For each classical outcome, there is a corresponding completely positive map applied to the quantum systems [49] . For instance, a quantum instrument may describe the global effect of a partial quantum measurement (i.e., applied on a subset of the initial systems 
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Sec. 1. BASICS OF GAUSSIAN FORMALISM
This section aims to help readers not familiar with continuous-variable (CV) systems and Gaussian states. Those familiar with this formalism may skip this Sec. 1.
A. Gaussian states and operations
A bosonic system of n modes is described by a vector of 2n quadrature operatorŝ
and Ω ij is the generic element of the symplectic form
A bosonic state ρ is "Gaussian" when its Wigner phasespace representation is Gaussian [10] , so that it is fully characterized by its first and second-order statistical moments.
The first-order moment is the mean valuex := x , where Ô := Tr(Ôρ) denotes the average of the arbitrary operatorÔ on the state ρ. The second-order moment is the covariance matrix (CM) V, with element
where ∆x i :=x i −x i is the deviation and {, } is the anticommutator. The CM is a 2n × 2n real symmetric matrix, which is positive-definite and must satisfy the uncertainty principle [10] V + iΩ (n) ≥ 0 .
The simplest Gaussian states are thermal states. A single-mode thermal state has zero mean and CM V = (2n + 1)I, where I is the 2 × 2 identity matrix andn ≥ 0 is the mean number of thermal photons (vacuum state forn = 0). Multimode thermal states are constructed by tensor product. Tensor product of states ρ 1 ⊗ ρ 2 corresponds to direct sum of CMs V 1 ⊕ V 2 . Conversely, the partial trace ρ 1 = Tr 2 (ρ 12 ) corresponds to collapsing the total CM V 12 into the block V 1 spanned by (q 1 ,p 1 ).
By definition, a Gaussian channel transforms Gaussian states into Gaussian states. Its action ρ → E(ρ) corresponds to the following transformation for the CM
where K and N = N T are 2n × 2n real matrices, satisfying suitable bona-fide conditions [10] .
A reversible Gaussian channel is a Gaussian unitary ρ → U ρU † , whose action can be described bȳ
where d is a real displacement vector and S is a symplectic matrix, i.e., a real matrix preserving the symplectic form SΩ (n) S T = Ω (n) . In the Heisenberg picture, a Gaussian unitary corresponds to the affine map
The basic example of Gaussian channel is the one-mode lossy channel, defined by the matrices
where 0 ≤ τ ≤ 1 is the transmissivity of the channel and n ≥ 0 its thermal number. This channel can be dilated into a two-mode Gaussian unitary mixing the input state with an environmental thermal state withn mean photons. This Gaussian unitary is the beam-splitter transformation, characterized by the symplectic matrix
B. Symplectic spectrum According to Williamson's theorem [10, 56] , an arbitrary CM V can be diagonalized by a symplectic matrix S as
where {ν 1 , · · · , ν n } are the n symplectic eigenvalues. Using the symplectic spectrum, we write the uncertainty principle in a simple form. Assuming that V > 0 holds, then Eq. (11) is equivalent to ν k ≥ 1.
Given the symplectic spectrum, we can compute the von Neumann entropy S(ρ) := −Tr(ρ log ρ) of an arbitrary n-mode Gaussian state as follows [10] 
where
Whereas the symplectic eigenvalues are large, we can use the asymptotic expansion [10] h(x) ≃ log 2
Let us consider two modes only, say A and B, in a zeromean Gaussian state ρ AB with CM in the blockform
where A, B and C are 2 × 2 matrices. Finding the symplectic spectrum {ν − , ν + } is straightforward, since [10, 57] 
where ∆ :
It is easy to study the separability properties of a twomode Gaussian state. Let us introduce the reflection matrix Z := diag(1, −1) and define the partial transposition (PT) matrix
so that we can compute the partial transposeṼ = ΛVΛ. Then, the state is separable if and only if
The latter condition is the positive partial transpose (PPT) criterion expressed in terms of CMs. Then, to quantify entanglement, we derive the smallest symplectic eigenvalue ofṼ, also known as the smallest partially-transposed symplectic (PTS) eigenvalue. This eigenvalue ε can directly be computed from the formula of ν − in Eq. (16) up to replacing ∆ with∆ = det A + det B − 2 det C. The Gaussian state is entangled if and only if ε < 1, and its log-negativity [46] is equal to
By means of local symplectic transformations S A ⊕ S B (preserving the correlations of the state), we can always transform an arbitrary CM into the normal form
where the four parameters are connected to the original CM by the relations a 2 = det A, b 2 = det B, cc ′ = det C and det V = (ab − c 2 )(ab − c ′2 ). This normal-form CM V(a, b, c, c ′ ) is the starting point for computing the quantum discord of the corresponding Gaussian state [59].
Quantum discord [60] is defined by the difference
where I(ρ AB ) = S(ρ A ) + S(ρ B ) − S(ρ AB ) is the quantum mutual information of the state, and C(A|B) quantifies its (non-discordant) purely-classical correlations. These are given by
where M = {M k } is a POVM acting on mode B and
where p k is the probability of the outcome k, and ρ A|k is the conditional state of mode A.
In the case of Gaussian states, quantum discord can be upper-bounded by Gaussian discord [61, 62], which restricts the minimization above to Gaussian POVMs. Ref.
[59] showed that quantum discord and Gaussian discord actually coincide for a large family of Gaussian states. This family includes all Gaussian states with CMs in the normal-form V(a, b, c, c ′ ) with |c| = |c ′ |. This further includes the class of two-mode squeezed thermal states for which c ′ = −c (those considered in Ref.
[61]).
D. Three-mode Gaussian states
Here we provide the basic criteria to study the separability properties of three-mode Gaussian states. These states can display different types of tripartite entanglement, whose classification is based on the generalization of the PPT criterion to multimode Gaussian states [45] . In general, let us consider one mode {0} for Alice and m modes {1, · · · , m} for Bob. Let V be the CM of a Gaussian state ρ of such a 1 × m system and denote by Λ A := Z ⊕ I ⊕ · · · ⊕ I m the partial transposition with respect to Alice's mode. Then ρ is separable, with respect to the grouping A = {0} and B = {1, ..., m}, if and only if [45] 
In the case of three-mode Gaussian states, this criterion can be applied to all possible groupings of modes. Let us consider three modes A, B and C, described by a Gaussian state with CM V. We may define the three PT matrices
and we compute the partial transposeṼ k := Λ k VΛ k for mode k = A, B, C. Then, the state is [44] :
Class 2 One-mode biseparable ifṼ k + iΩ (3) ≥ 0 for one mode only, e.g., k = A (or k = B or k = C).
Class 3 Two-mode biseparable ifṼ k + iΩ (3) ≥ 0 for two modes only, e.g., k = A and k = B(or the other two combinations).
Class 4 or 5 Either three-mode biseparable (class 4) or fully separable (class 5) ifṼ k + iΩ (3) ≥ 0 for all modes. See Fig. 7 for a schematic. Note that the tripartite PPT conditioñ
is not able to distinguish the fully separable states from the three-mode biseparable states (bound entangled). To distinguish between classes 4 and 5, we need an additional criterion. Put the CM in the block-form
where A is the reduced CM of mode A, V BC is reduced CM of modes B and C, while W is a 2 × 4 block. Using the pseudoinverse, we may construct the test-matrices
where Λ is the two-mode PT matrix of Eq. (17) . Then, a CM satisfying Eq. (24) is fully separable if and only if there exists a single-mode pure-state CM σ such that [44] T ≥ σ,T ≥ σ.
Sec. 2. THEORY: CORRELATED-THERMAL NOISE
In this section, we consider the Gaussian environment with correlated thermal noise. In such an environmnent, we derive the dynamics of the bosonic modes involved in the basic protocol of entanglement swapping: We study the multipartite separability properties of the state before Bell detection and we compute the CM of the final swapped state analyzing its entanglement. We then study the protocols of quantum teleportation, entanglement distillation, key distillation and practical QKD. In more details, we provide the following elements:
• Sec. 2 A: We briefly describe the model of Gaussian environment with correlated-thermal noise, studying its correlations.
• Sec. 2 B: Considering the basic swapping protocol, we study the evolution of the bosonic modes, in particular, of the global CM.
• Sec. 2 C: We analyze the various forms of entanglement (bipartite, tripartite, and quadripartite) in the output state before the Bell detection.
• Sec. 2 D: We apply the Bell detection and compute the CM V ab|γ (µ, κ, κ ′ ) of the swapped state ρ ab|γ .
• Sec. 2 E: We derive the analytical formula for the smallest PTS eigenvalue ε(µ, κ, κ ′ ) associated with the swapped CM. We can therefore quantify the swapped entanglement. In particular, we discuss the reactivation condition κκ ′ < 1 and its independence from the input entanglement µ. Finally, we derive the asymptotic optimum ε opt for large µ.
• Sec. 2 F: We discuss our generalized protocol for teleporting coherent states, where Bob's conditional quantum operation Q γ is tailored to deal with the correlatedthermal environment. We then provide the closed analytical formula for the average teleportation fidelity F (µ, κ, κ ′ ) and we derive its asymptotic optimum F opt for large µ, connecting F opt with ε opt .
• Sec. 2 G: We study the distillation protocols. In particular, in Sec. 2 G 1, we study the protocol of entanglement distillation (with one-way classical communication) which is operated on top of entanglement swapping. We compute the analytical formula for the coherent information I C (µ, κ, κ ′ ), and we derive its optimal expression for large µ, where it becomes a simple function of ε opt . Then, in Sec. 2 G 2, we discuss the ideal key-distillation protocol based on quantum memories, and we easily show that its rate K is lower-bounded by the coherent information.
• Sec. 2 H: We consider the practical QKD protocol where coherent states are sent to a midway relay (which can be untrusted). For this protocol, we derive a closed formula for the secret-key rate R(ξ, µ, κ, κ ′ ) for arbitrary reconciliation efficiency ξ and modulation variance µ. We study the corresponding security threshold R = 0 for achievable values µ ≃ 50, showing that there is a small difference between ideal reconciliation (ξ = 1) and realistic reconciliation efficiency (ξ ≃ 0.97). Then, we derive the asymptotic optimal rate R opt considering ξ = 1 and large µ. The security threshold R opt = 0 is shown to be comparable with those achieved at µ ≃ 50. From R opt , we then derive a lower-bound R LB , expressed in terms of ε opt and F opt . This bound is sufficiently tight, with its security threshold R LB = 0 being very close to R opt = 0.
A. Environment with correlated-thermal noise Let us first describe the Gaussian environment with correlated-thermal noise. As discussed in the main text, this is modelled by two beam-splitters with transmissivity τ which mix the input modes A and B, with two environmental modes E 1 and E 2 , prepared in a correlatednoise Gaussian state. This is taken to have zero-mean and CM in the symmetric normal form
where ω ≥ 1 is the variance of thermal noise in each mode, while the block G = diag(g, g ′ ) describes the correlations between modes E 1 and E 2 . See also Fig. 8 , which shows the swapping protocol performed in the presence of this environment. One can derive [43] simple bona-fide conditions in terms of the parameters ω ≥ 1, g and g ′ . By imposing Eq. (11) to the CM of Eq. (28), one finds the conditions
Alice Bob
Then, by imposing the separability, i.e., Eq. (18), one finds the additional condition [43] 
For any fixed ω ≥ 1, the state of the environment is one-to-one with a point in the correlation plane (g, g ′ ).
Previous conditions in Eq. (29) identify which part of this plane is physically accessible. Then, the addition of Eq. (30) further identifies the region associated with separable environments. Despite being void of entanglement, separable environments still possess residual quantum correlations. The residual quantum correlations between the two ancillas, E 1 and E 2 , can be quantified by their quantum discord D [60], which is here symmetric D(E 1 |E 2 ) = D(E 2 |E 1 ). This environmental discord can be expressed in terms of correlation parameters D = D(g, g ′ ) at any value of thermal noise ω. Similarly, we can compute the (nondiscordant) purely-classical correlations C = C(g, g ′ ) and, therefore, the total separable correlations I(g, g ′ ) = C + D. In Fig. 9 , we show the typical maps for I(g, g ′ ) and D(g, g ′ ). Figure 9 : Map of the environmental correlations at fixed thermal noise ω = 19. The external black region is excluded, as it corresponds to entangled or unphysical environments. Left panel. We plot the total separable correlations I(g, g ′ ), corresponding to bits of quantum mutual information. I(g, g ′ ) increases almost uniformly away from the origin. Note that there is a corresponding plot in the main paper where we consider ω = 19.38. Right panel. We plot the Gaussian discord [61, 62] (in bits) which is proven to be equal to the (unrestricted) quantum discord D(g, g ′ ) inside the four delimited lobes [59] . Discord is non-uniform and rapidly increases along the diagonals of the plane.
B. Evolution of the bosonic modes
Here we consider the basic swapping protocol of Fig. 8 , and we study how Alice's modes (a and A) and Bob's modes (b and B) evolve under the action of Gaussian environment with correlated-thermal noise. Since we are interested in the dynamics of their correlations, we study the evolution of their global CM V aAbB → V aA ′ bB ′ . We start by considering a more general scenario where Alice's and Bob's two mode squeezed vacuum (TMSV) states have different variances ϕ and µ. We then specialize our study to the case of symmetric setting ϕ = µ.
As depicted in Fig. 8 , we have a total of six input modes: Alice's modes a and A, Bob's modes b and B, and Eve's modes E 1 and E 2 . The global input state is the tensor product
where ρ aA and ρ bB are two TMSV states, with CMs V(ϕ) and V(µ), respectively. These are specified by
where µ ≥ 1, I := diag(1, 1) and Z := diag(1, −1). The environmental state ρ E1E2 is Gaussian with zero-mean and CM V E1E2 (ω, g, g ′ ) given in Eq. (28) . The global input state is a zero-mean Gaussian state with CM
It is helpful to permute the modes so to have the ordering abAE 1 E 2 B, where the upper-case modes are those transformed by the beam splitters. After reordering, the input CM has the explicit form
where 0 is the 2 × 2 zero matrix, and we use the notatioñ
The global action of the two beam splitters can be represented by the symplectic matrix
where the identity matrices I⊕I act on the remote modes, a and b, the beam splitter matrix of Eq. (12) acts on modes A and E 1 , and its transposed S(τ ) T acts on modes E 2 and B. In the following calculations we exclude the trivial and singular case of τ = 0.
The output state of modes abA ′ E ′ 1 E ′ 2 B ′ after the action of the interferometer is a Gaussian state with zero mean and CM equal to
Since we are interested in the CM of Alice and Bob, we trace out the two environmental modes E ′ 1 and E ′ 2 . As a result, we get the following CM for modes
C. Output entanglement before Bell detection
It is important to study the evolution of quantum entanglement under the Gaussian environment with correlated-thermal noise. For this analysis we consider the symmetric case ϕ = µ, so that
From this CM, we can derive all the reduced CMs and analyze all the various forms of output entanglement: Bipartite, tripartite and quadripartite. For simplicity, we also consider the limit of large entanglement at the input, i.e., µ ≫ 1. This limit not only simplifies the analytical formulas but also optimizes the scheme: If entanglement is broken in this limit, then it must be broken for any finite value of µ. Indeed, for µ ≫ 1, a TMSV state becomes an ideal EPR source, i.e., a CV maximally-entangled (asymptotic) state, and the entanglement-breaking conditions for this state can be extended to all the others. In the derivations of this section we also implicitly assume that τ < 1.
Bipartite entanglement
Let us start from bipartite entanglement. By symmetry, it is sufficient to study the pairings aA ′ , aB ′ , ab and A ′ B ′ . The pairing ab is trivial to consider since the two remote modes are manifestly separable before Bell detection, as one can also check from their reduced CM V ab = µI ⊕ µI. It is also trivial to check the pairing aB ′ , for which we have
which is always zero for large µ and τ > 0. In the singular case τ = 0, we have ρ A ′ B ′ = ρ E1E2 so that separability directly comes from the (separable) environment. The most interesting pairing is aA ′ . From the reduced CM V aA ′ , we can compute the log-negativity N aA ′ . For large µ, we find
which is the known entanglement-breaking threshold of the lossy channel. Thus, the threshold condition ω = ω EB (τ ) guarantees that bipartite entanglement is broken between any pairing of two modes, no matter how strong are the correlations in the separable environment. See also Fig. 10 .
Tripartite entanglement
Thanks to the symmetry of the configuration, it is sufficient to study the triplets of modes aA ′ B ′ , aA ′ b and aB ′ b, shown in Fig. 10 . Two of these cases are very easy to study. In fact, from the CM of Eq. (32) we see that
Because of this tensor product structure, the absence of bipartite entanglement (in aA ′ and B ′ b) implies the absence of tripartite entanglement. Thus, the previous threshold condition ω = ω EB (τ ) also breaks tripartite entanglement in aA ′ b and aB ′ b.
More involved is the situation for the triplet aA ′ B ′ . First of all we study the positivity of the three matrices
with k = a, A ′ and B ′ (here Λ k is the usual PT matrix with block Z being applied to mode k). Since the matrices W k are Hermitian, the positive-semidefiniteness W k ≥ 0 is equivalent to check the non-negativity of their eigenvalues or, equivalently, their principal minors (more easily, the positive-definiteness W k > 0 is equivalent to check the strict positivity of the eigenvalues or the leading principal minors). If all these matrices are W k ≥ 0, i.e., the tripartite state is PPT, then we apply the criterion of Eq. (27) to distinguish class 4 and 5. In particular, note that T − σ andT − σ are Hermitian matrices.
Markovian case In the absence of correlations (g = g ′ = 0), one can check that the threshold condition ω = ω EB (τ ) is sufficient to destroy tripartite entanglement in aA ′ B ′ . In fact, in these conditions, the eigenvalues of the three matrices W k are all non-negative, which means that ρ aA ′ B ′ is a PPT state. Then, we also find that the test matrices of Eqs. (25) and (26) satisfy T ≥ I andT ≥ I (where the identity I is the CM of the vacuum state). More precisely, the two Hermitian matrices T − I and T−I have the same non-negative spectrum of eigenvalues 0, 2(µ − 1)[2 + τ (µ + 1)] −1 for any µ ≥ 1. As a result, we find that ρ aA ′ B ′ is a fully separable state (class 5).
Non-Markovian case
In the presence of correlations, i.e., for (g, g ′ ) = (0, 0), the threshold condition ω = ω EB (τ ) does not break tripartite entanglement. In fact, in the limit of large µ, we find that both det W 1 and det W 2 are negative, so that W 1 , W 2 0. Then, by studying its leading principal minors, we find that W 3 > 0. This means that the state ρ aA ′ B ′ remains onemode biseparable (entanglement class 2).
However, the strict violation ω > ω EB (τ ) is sufficient to break tripartite entanglement. In this case, for large µ, we find that the leading principal minors of W 1 , W 2 , and W 3 are all strictly positive. Then, we also find that T−I andT − I have the same spectrum with strictly-positive eigenvalues. As a result, the state ρ aA ′ B ′ becomes fully separable (class 5).
Quadripartite entanglement
From the previous discussion, we conclude that the condition ω > ω EB (τ ) is able to break both bipartite and tripartite entanglement, considering all possible combinations of bipartite and tripartite states in our scheme. This is true both in the Markovian and non-Markovian case (with separable correlations in the environment). But what about the separability properties of the global quadri-partite state ρ abA ′ B ′ ?
By exploiting the multipartite PPT criterion of Eq. (23), we can study the separability of the quadri-partite state with respect to the 1 × 3 groupings of the modes abA ′ B ′ . Because of the symmetry between Alice and Bob, it is sufficient to consider the two groupings
which can be labelled by k = a and k = A ′ , respectively (with corresponding PT matrices Λ a and Λ A ′ ). Thus, we compute the two matrices (4) .
Assuming ω > ω EB (τ ) and large µ, we study the positivity properties of the matrices M k , finding that they can be expressed in terms of analytical functions. Set ω = r ω EB (τ ) with r > 1. Then we define
Using these functions, we can write the implications
Despite the fact that the border condition Σ ′ = 0 is inconclusive, we find that it only occurs in a set of zero measure within the correlation plane (g, g ′ ). As a result, Σ ′ = 0 clearly distinguishes the region where the state is separable from that where it is entangled, with respect to the grouping {a}{bA ′ B ′ }.
Similarly, we can write the following implications for the other grouping of modes
with the border condition Σ ′′ = 0 distinguishing between regions of separability and entanglement.
Altogether, we can identify four regions for the quadripartite state ρ abA ′ B ′ : These regions are numerically shown in Fig. 11 . As we can see from the figure, 1 × 3 quadri-partite entanglement is reactivated after a certain amount of separable correlations is injected by the environment. This critical amount increases in the thermal noise ω > ω EB (τ ). For instance, this is evident by comparing panel (c), where r = 1.02, with panel (a), where r = 1.1. By increasing the thermal noise, region (I) widens while region (IV) shrinks. Also note that, by increasing the transmissivity τ (while keeping r fixed), the two regions (II) and (III) tend to coincide. For instance, compare panel (a) with panel (b), and panel (c) with panel (d). We have checked that this behavior is generic and also occurs at finite µ, where we have studied the positivity properties of the matrices M k by (numerically) computing their spectra.
In conclusion, we find that, despite the condition ω > ω EB (τ ) is able to break bipartite and tripartite entanglement, there could be a survival of quadri-partite 1 × 3 entanglement, whose existence depends on the amount of separable correlations injected by the environment. In particular, this entanglement can be reactivated with respect to the grouping {a}{bA ′ B ′ }. In this case, a quantum measurement on modes A ′ and B ′ can local-ize this multi-partite resource in the remaining modes a and b (thus generating bipartite entanglement). A simple (but presumably sub-optimal) way to localize this quadripartite entanglement is the use of the Bell detection. If the procedure is successful, then the protocol of entanglement swapping can be reactivated from entanglementbreaking (see Sec. 2 D and Sec. 2 E).
Note that we have not analyzed quadripartite entanglement of the 2 × 2 type, associated with the group-
In the Markovian case (g = g ′ = 0), this is certainly absent for ω > ω EB (τ ). In the non-Markovian case this type of entanglement could potentially be reactivated by the separable correlations of the environment. However, this analysis not only is involved but also secondary, since the reactivation of 1 × 3 quadripartite entanglement (always distillable [45] ) is already sufficient to induce the localization into a bipartite form.
D. Covariance Matrix of the Swapped State
To study the protocol of entanglement swapping in general non-Markovian conditions, the first step is the computation of the CM V ab|γ of the swapped state ρ ab|γ , after Bell detection. Here we start by considering an asymmetric scenario, where Alice and Bob may have different EPR resources (TMSV states). We then specify the formula to the case of identical resources.
Starting from the CM of Eq. (31), we compute the CM V ab|γ of the conditional remote state ρ ab|γ by applying the transformation rules for CMs under Bell-like measurements specified in Ref. [41] . As a first step, we put V abA ′ B ′ in the blockform
Then the conditional CM is given by the formula [41] 
where X 1 := 0 1 1 0 , X 2 := 0 1 −1 0 , and Θ :=
After simple algebra, we derive the following expression for the conditional CM
In the symmetric case of identical EPR sources (TMSV states), i.e., for ϕ = µ, the conditional CM V ab|γ of Eq. (34) takes the following simple form
The CM of Eq. (35) can be put in the blockform
which is the expression in Eqs. (1)-(3) of the main text. It is clear that the CM V ab|γ of the swapped state ρ ab|γ does not depend on the specific outcome γ of the Bell detection, which only affects the first moments of the state (the CM is only conditioned by the fact that the Bell detection has been performed and the outcome communicated). Also note that the conditional CM V ab|γ is symmetric under a − b permutation.
For the next calculations it is helpful to derive the symplectic spectrum of the CM V ab|γ . This is given by [10] 
where the symplectic invariant ∆ := det A + det B + 2 det C is computed from the blocks in Eqs. (39) and (40) . After simple algebra we find
It is also useful to derive the symplectic eigenvalue of the reduced CM V b|γ = B, which describes Bob's reduced state ρ b|γ . This is just given by
E. Quantification of the Swapped Entanglement
Let us consider the symmetric scenario ϕ = µ. In order to quantify the amount of entanglement which is present in the swapped state ρ ab|γ , we compute the smallest PTS eigenvalue of the CM V ab|γ . This is given by [ 
where Σ := det A + det B − 2 det C is computed from the blocks in Eqs. (39) and (40) . After simple algebra we find
with κ and κ ′ specified by Eq. (37) . Also note that ε = ν − ν + µ −1 , where the ν's are the eigenvalues in Eq. (41) . We can easily check that the presence of entanglement in the swapped state (ε < 1) is equivalent to the condition κκ ′ < 1 for any µ > 1. In other words, as long as input entanglement is present (i.e., µ > 1), the success of entanglement swapping corresponds to κκ ′ < 1, no matter how much entangled the input was (i.e., independently from the actual value of µ > 1). It is however true that the amount of the swapped entanglement, e.g., as quantified by the log-negativity [46, 48] N = max{0, − log 2 ε}, depends on the value of µ, as we can see from Eq. (43). One can check that dN dµ > 0 for κκ ′ < 1, so that the amount of entanglement increases in µ. The maximal swapped entanglement is achieved in the limit of infinite input entanglement µ ≫ 1, so that the previous eigenvalue becomes ε → ε opt := √ κκ ′ = (τ −1 − 1) (ω − g)(ω + g ′ ). (44) Note that, for antisymmetric correlations g + g ′ = 0 (i.e., κ = κ ′ ), we have
which is less than 1 when κ < 1. In the specific case of a Markovian environment (g = g ′ = 0), we have κ = κ ′ = (τ −1 − 1)ω and the condition κ < 1 corresponds to ω < τ (1 − τ ) −1 . Such condition is clearly not satisfied assuming entanglement-breaking
As we discuss in the main text, the situation is different when the Gaussian environment is non-Markovian with separable correlations. In this case, we can swap entanglement (ε < 1) even if ω > ω EB (τ ). Imposing κκ ′ = 1, we can write a threshold condition for the correlation parameters g and g ′ at any transmissivity τ , which can be expressed as
For any g exceeding such a threshold, entanglement swapping is reactivated. In general, the reactivation condition κκ ′ < 1 corresponds to a region of the correlation plane (g, g ′ ) as shown in Fig. 12 .
τ τ τ τ Figure 12 : In each panel, the white regions correspond to bona-fide separable Gaussian environments. We plot the threshold condition κκ ′ = 1 (solid curve). For any point (g, g ′ ) below the threshold, we have κκ ′ < 1 which means that entanglement swapping is reactivated. Here we consider τ = 0.6, 0.7, 0.8, and 0.9 from top-left to bottom-right, and corresponding entanglement-breaking values of the thermal noise ω = r ωEB(τ ), with r = 1 + 10 −4 . The value of µ is arbitrary as long as µ > 1 (i.e., input entanglement is present).
F. Quantum Teleportation of Coherent States
Here we analytically compute the average fidelity for the teleportation protocol in the presence of the non-Markovian Gaussian environment with correlated thermal noise. Consider a symmetric protocol of teleportation, where one party, Alice, aims to teleport an unknown coherent state |ν to the another party, Bob, using a middle station as teleporter, Charlie. As depicted in Fig. 13(i) , Alice sends her coherent state |ν to Charlie, who also receives part B of a TMSV state ρ Bb from Bob, with variance µ. These two transmissions are affected by the correlated-noise Gaussian environment with links' transmissivity τ , thermal noise variance ω, and correlations G = diag(g, g ′ ). Then, Charlie performs a Bell detection and communicates the outcome γ to Bob, therefore projecting his mode b onto a conditional state ρ b|γ (ν).
On this state, Bob applies a conditional quantum operation Q γ which provides the teleported output state ρ out (ν) ≈ |ν ν|. Bob's conditional operation Q γ can be broken down in two subsequent operations, first a conditional displacement D b|γ (erasing the shift coming from the measurement), and then a suitably-optimized quantum operation Q which aims to correct the perturbation of the noisy environment (as we will see afterwards, this operation Q is in turn broken down into a squeezing unitary followed by a quantum amplifier [10] ). As shown in Fig. 13 (ii), this protocol can equivalently be described as a measurement-based teleportation. Here Alice has another TMSV state ρ aA (with variance ϕ) whose mode a is subject to a heterodyne detection with complex outcome α = (q + ip)/2, equivalently denoted by the real vector a = (q, p) T . This prepares a coherent state on mode A, with randomly-modulated amplitude ν(α) =φ(ϕ + 1) −1 α * , where α follows a complex Gaussian distribution p(α) with zero mean and variance ϕ − 1. Equivalently, the coherent state has mean-valuex A|α =φ(ϕ + 1) −1 Za, which is modulated by a bivariate Gaussian distribution with zero mean and variance ϕ − 1. This can be proven by using the formulas for the heterodyne detection which can be found in Ref. [58] (see also Supplementary Material of Ref.
[59] for all details on the remote preparation of one-mode Gaussian states by using local Gaussian measurements on two-mode Gaussian states). In the limit ϕ ≫ 1, the coherent state has amplitude α * and mean-value Za, uniformly picked from the entire phase-space.
From the point of view of Bob, the measurements of Alice and Charlie permute, so that we can equivalently assume that the Bell detection occurs before the heterodyne detection. As a result, Bob's conditional state ρ b|γ (α) can be derived by applying the heterodyne POVM {Π a (α)} to the a mode of the swapped state ρ ab|γ , i.e., we have
The teleported state is therefore given by
The average teleportation fidelity is finally given by
Note that we may alternatively write In other words, we may consider the swapped state ρ ab|γ (0), after its mean value has been erased by the conditional displacement D b|γ . Then, we heterodyne its mode a to get the conditional state ρ b0 (α), which is finally transformed into the output state ρ out (α).
To derive the teleportation fidelity, we start by computing the statistical moments,x b0|α and V b0|α , of the conditional Gaussian state ρ b0 (α). These are derived by applying the formulas for the heterodyne detection [58] to the Gaussian state ρ ab|γ (0) with zero mean-value and conditional CM V ab|γ specified by Eqs. (38)- (40) . Thus, we find the CM
and the mean valuē
where Eq. (49) corresponds to the limit ϕ ≫ 1 (i.e., for a completely unknown coherent state at the input).
In the limit ϕ ≫ 1, Alice's input mode A is projected onto a coherent state |α * with mean-valuex A|α = Za, which is uniformly modulated in the phase space. Correspondingly, the mean-value of the remote state ρ b0 (α) is given byx
Now Bob applies a quantum operation Q to ρ b0 (α) in such a way that the output state ρ out (α) has the same mean value of the input coherent state, i.e.,x out|α = x A|α . This operation can be decomposed into a squeezing unitary S(r), with real squeezing parameter r, followed by an amplifying channel A(η) with gain parameter η ≥ 1, as shown in Fig The action of the squeezer is to balance the diagonal terms in Eq. (50) , so that the position and momentum components are equal. This corresponds to apply a symplectic squeezing matrix
so that we havē
A|α . Now, we apply a phase-insensitive quantum-limited amplifier, i.e., a two-mode squeezer combining the state with a vacuum state. This device realizes an amplifying channel transforming the quadrature operatorsx = (q,p) T asx
wherex vac are the quadrature operators of the vacuum mode. Choosing the gain to be
we have that the output state has the desired mean valuē
It is clear that such quantum processing by Q does not come for free. Recovering the mean-value of the input coherent state is achieved at the cost of increasing the noise in the teleported state. In fact, the CM of the output state ρ out (α) is given by
Using Eqs. (46) , (51) and (52) in Eq. (53), we get
Once we have derived its the first and second-order statistical moments, the teleported Gaussian state ρ out (α) is fully determined. For a given outcome α, the fidelity of teleportation
can be computed using the trace-rule for Gaussian states. In general, for two arbitrary single-mode Gaussian states, ρ and ρ ′ , with statistical moments {x, V} and {x ′ , V ′ }, we can write
Applying this formula to our specific case, we obtain F (α) = 2N −1 , where N := det(V out|α + I)
Since input and output states have the same mean-value, F (α) is constant in α, so that it coincides with the average teleportation fidelity of Eq. (45), i.e., we find
Besides µ, this is clearly a function of the environmental parameters (τ , ω, g and g ′ ) via κ and κ ′ . We can then fix an experimentally achievable value for µ (in particular, µ ≃ 6.5, corresponding to about 11dB of twomode squeezing [53, 54, 63] ), and consider an environment with transmissivity τ and entanglement-breaking thermal noise ω > ω EB (τ ). We can therefore explore the points in the correlation plane (g, g ′ ) where the protocol is quantum, i.e., F > 1/2. This is done in Fig. 4 of the main text.
One can easily check that the average teleportation fidelity of Eq. (54) is an increasing function in the parameter µ, as clearly expected since this parameter quantifies the amount of entanglement in Bob's TMSV state. The average teleportation fidelity is therefore maximum in the limit µ ≫ 1. At the leading order in µ, we derive the asymptotic expression
where κ and κ ′ are given in Eq. (37) . It is easy to check that the fidelity in Eq. (55) may be written as
and ε opt = √ κκ ′ is the asymptotic PTS eigenvalue of Eq. (44) . This eigenvalue quantifies the amount of entanglement which would be shared by Alice and Bob if we replaced the teleportation protocol with an entanglement swapping protocol, where Alice has the same TMSV state as Bob (ϕ = µ ≫ 1) and receives the classical communication from Charlie.
Note that, since Ω ≥ 2ε opt , we have the upper-bound
with the equality F = (1 + ε opt ) −1 holding for environments with antisymmetric correlations g + g ′ = 0 (in fact this implies κ = κ ′ and therefore Ω = 2ε opt ). Thus, in these antisymmetric environments, we have a full equivalence between the asymptotic protocols of quantum teleportation and entanglement swapping: Teleportation of coherent states is quantum (F opt > 1/2) if and only if CV entanglement is swapped (ε opt < 1).
G. Distillation
Entanglement Distillation
Entanglement distillation can be operated on top of entanglement swapping. After the parties have run the swapping protocol many times and stored their remote modes in quantum memories, they can perform a oneway entanglement distillation protocol on the whole set of swapped states. This consists of Alice locally applying an optimal quantum instrument [64] A on her modes a, whose quantum outcome α is a distilled system while the classical outcome k is communicated. Upon receipt of k, Bob performs a conditional quantum operation B k transforming his modes b into a distilled system β (see Fig. 15 for a schematic) . The process can be designed to be highly non-Gaussian so that the distilled systems have discrete variables and are collapsed into a number of entanglement bits (Bell state pairs). According to the hashing inequality [49] , the distillation rate achievable by one-way distillation protocols is lower bounded by the coherent information [50, 51] . In general, the coherent information of a bipartite state ρ ab is defined as
where ρ b = Tr a (ρ ab ) and S(ρ) := −Tr(ρ log 2 ρ) is the von Neumann entropy. This is also denoted by I(a b).
In particular, the coherent information of a two-mode Gaussian state ρ ab depends only on its CM
In fact, it can be written as
where the entropic function [10] h(x) := x + 1 2
is applied to ν b = √ det B (symplectic eigenvalue of B) and {ν − , ν + }, which is the symplectic spectrum of V. In the specific case where all symplectic eigenvalues are large, we can use the expansion
which leads to the following asymptotic formula
In our analysis, the coherent information I C has to be computed on the swapped state ρ ab|γ whose CM is given in Eqs. (38) , (39) and (40) . It is clear that I C (ρ ab|γ ) does not depend on the specific value of the outcome γ (for Gaussian states, the von Neumann entropy and the coherent information do not depend on the first statistical moments, which are those encoding the specific value γ of the Bell detection). By replacing the symplectic eigenvalues in Eqs. (41) and (42) into Eq. (58), we derive a closed analytical expression for I C (ρ ab|γ ) as function of the main parameters of the problem. Explicitly, we have
This quantity can numerically be studied considering low values of the parameter µ, i.e., for experimentally achievable values of the input entanglement (in particular, µ ≃ 6.5). As we show in Fig. 4 of the main text, entanglement distillation is possible in the presence of entanglement-breaking channels as long as sufficient amount of separable correlations is present in the non-Markovian Gaussian environment.
As one intuitively expects and can easily verify via the computation of the derivatives, the coherent information of Eq. (62) is increasing for increasing µ, reaching its optimal value for large input entanglement (µ ≫ 1). The spectra of the two Gaussian states ρ ab|γ and ρ b|γ are both diverging in µ, as one can check directly from the CM V ab|γ and the reduced CM V b|γ , which is just the block B in Eq. (39) . For large µ, we find
where ε opt is the asymptotic expression of the smallest PTS eigenvalue given in Eq. (44) . Thus, using Eq. (61), we find the following asymptotic expression for the coherent information
which is the one given in the main text. Asymptotically in the input resources, we have that entanglement can be distilled (I C,opt > 0) for ε opt < e −1 ≃ 0.367. Such condition is more demanding to be satisfied with respect to that of simple entanglement swapping (ε opt < 1), so that it requires the presence of more separable correlations in the environment, as shown by Fig. 4 in the main text.
Finally, we remark that what we computed is the rate achievable by one-way coherent protocols operated on top of entanglement swapping, i.e., after a large amount of swapped states are available in Alice's and Bob's quantum memories. It is interesting to note that this approach seems to be more robust than the other one where the two procedures are inverted (so that sessions of entanglement distillation are performed with the relay, followed by entanglement swapping on the distilled states). In a correlated Gaussian environment with entanglementbreaking noise, we have that 'swapping plus distillation' can work, while 'distillation plus swapping' tends to fail if the environmental correlations are washed out during the distillation stage.
Secret-Key Distillation
The previous one-way entanglement distillation protocol of Fig. 15 can be modified into a one-way key distillation protocol, where Charlie is a generally-untrusted relay distributing secret correlations to Alice and Bob. Despite the fact that Charlie could be played by an eavesdropper (Eve), the action of the Bell detection does not give Eve any information. Furthermore, if Eve tries to tamper with the working mechanism of the relay, Alice and Bob can always undo this action on the relay and absorb its effects in the environment. This is a key point of measurement-device-independent (MDI) QKD [22, 24] .
The environment must be interpreted as the effect of a coherent attack of the eavesdropper. This can be reduced to a two-mode coherent attack within each single use of the relay (by adopting quantum de Finetti arguments) and, in particular, to a two-mode Gaussian attack, by using the extremality of Gaussian states [24] . In such a Gaussian attack, Eve's output modes E (not shown in the figure) are stored in a quantum memory and finally detected. Alice's quantum instrument A is here a quantum measurement with classical outputs α (the secret key) and k (assisting data for Bob). Bob's operation B k is a coherent measurement conditioned on k, which provides the classical output β (key estimate). This is an ideal key distribution protocol [52] whose rate K is lower-bounded by the Devetak-Winter rate R DW [65, 66]. In fact, let us restrict Alice to individual measurements, each one applied to one mode a with outcome α. Then, we can write
where χ ab(E)|γ is the conditional Holevo information between mode a and mode b (modes E). Explicitly,
where ρ b|γ (ρ E|γ ) is the conditional state of Bob (Eve) after each use of the relay, and ρ b|γα (ρ E|γα ) is the corresponding projected state for Bob (Eve) after Alice's further measurement, with outcome α.
Note that the Bell detection is a rank-1 measurement, therefore projecting pure states into pure states. For this reason we have that the global state ρ abE|γ is pure and therefore S(ρ E|γ ) = S(ρ ab|γ ) .
(66)
If we now restrict Alice's individual measurements to be rank-1, then we also have that ρ bE|γα is pure, so that
Thus, using Eqs. (64)-(67), we may write
Combining Eqs. (63) and (68), we finally achieve
which is the result stated in the main text.
H. Relay-based practical QKD
Description and security analysis
The previous ideal key-distillation protocol can be simplified by removing quantum memories and using onemode measurements for the parties, in particular, heterodyne detections. This becomes the entanglement-based representation of an equivalent 'prepare and measure' protocol where amplitude-modulated coherent states (|α on Alice's mode A, and |β on Bob's mode B) are prepared and sent to the relay (see Fig. 16 ). In particular, the values of the amplitudes are simply connected with the outcomes of the heterodyne detectors in the equivalent entanglement-based representation. The amplitudes satisfy the relations
where α and β are the outcomes of the virtual heterodyne detectors and µ is the variance of the virtual TMSV states at Alice's and Bob's stations. As a result the amplitudesα andβ of the coherent states are Gaussianly modulated with a variance µ − 1 (see Ref. [58] and also the Supplementary Material of Ref.
[59]). At the relay the transmitted states are subject to Bell detection and the result γ is communicated back to the parties. Since γ ≃ α − β * , we have that classical correlations are remotely created between Alice's and Bob's complex variables. As mentioned before, the knowledge of γ alone does not help Eve as long as the variance of the modulation µ− 1 is sufficiently high. Experimentally, values of modulation µ 50 are easily achievable and already well approximate the performance of the asymptotic scenario µ ≫ 1 (in terms of secret key rate assuming ideal reconciliation performances). The non-Markovian environment is the result of Eve's attack. Eve stores all her output ancillas E (not shown) in a quantum memory which is subject to a final optimized coherent measurement. As previously discussed, this environment may also absorb the effects of an attack directed at the working mechanism of the middle relay. Furthermore, suitable classes of side-channel attacks which directly affect the optical preparations inside Alice's and Bob's private spaces can also be treated as part of the external environment.
Despite the fact that the protocol is performed as a prepare and measure protocol, its security is more easily studied considering its entanglement-based representation. In this equivalent representation, Alice and Bob can estimate the post-relay conditional quantum state ρ ab|γ by comparing a subset of their data and analyzing the joint classical statistics p(α,β, γ). Then, Alice and Bob purify ρ ab|γ into an environment E which is fully controlled by Eve. In these general conditions, the two parties are able to compute the secret key rate directly from the CM V ab|γ of ρ ab|γ . Because of the extremality properties of Gaussian states, Alice and Bob can always assume that ρ ab|γ is Gaussian [24] .
Let us discuss in detail how the rate of the protocol can be computed from the second-order statistical moments V ab|γ . After the action of the relay, Alice and Bob's mutual information I AB|γ := I(α :β|γ) = I(α : β|γ) is given by [24] I AB|γ = 1 2 log 2 Σ, Σ :
Here V b|γ is the CM of Bob's reduced state ρ b|γ and V b|γα is the CM of Bob's state ρ b|γα after the detections of both the relay and Alice. The latter CM can easily be computed from the CM V ab|γ using the formulas for the heterodyne detection [58] .
To bound Eve's stolen information on Alice's variable α, we use the conditional Holevo information χ aE|γ between Alice's (detected) mode a and Eve's output ancillas E for the single use of the relay. Since the Bell detection at the relay is rank-1, the conditional global state ρ abE|γ of Alice, Bob and Eve is pure. Furthermore, Alice's heterodyne detection is also rank-1, so that the doubleconditional state ρ bE|γα is also pure. This means that we can exploit the entropic equalities S(ρ E|γ ) = S(ρ ab|γ ) and S(ρ E|γα ) = S(ρ b|γα ). Thus, we may write
This quantity can be computed from the symplectic spectra of the CMs V ab|γ and V b|γα . We have
where the function h(x) of Eq. (59) is applied to the symplectic spectrum {ν − , ν + } of V ab|γ and ν c = det V b|γα . The secret key rate is finally given by the difference
where ξ ≤ 1 is the reconciliation efficiency (due to the finite efficiency of realistic codes for error correction and privacy amplification). Thus, the rate can be computed from the second-order moments, in particular, from V ab|γ . This procedure is very general: In the next section it is used to derive the analytical expression of the key rate from the main parameters of a two-mode Gaussian attack against the two links; afterwards, in Sec. 4, it is used to derive the experimental key rate from the statistics of the shared classical data.
Analytical expression of the key rate
Let us consider a two-mode Gaussian attack of the links which results into a non-Markovian Gaussian environment with correlated-thermal noise, with parameters τ , ω, g and g ′ , as described in Sec. 2 A. Then, the conditional CM V ab|γ is specified by Eqs. (38)- (40) . Bob's reduced CM V b|γ is the block B given in Eq. (39) . The expression of V b|γα has been already obtained in Eqs. (46)- (48) . Thus, for Alice and Bob's mutual information I AB|γ , we find
For the computation of Eve's Holevo information χ aE|γ , we see that the symplectic spectrum {ν − , ν + } of V ab|γ is given in Eq. (41), and we compute
The rate is an analytical but cumbersome function of the relevant parameters of the problem, i.e., the finite reconciliation efficiency ξ, the signal modulation variance µ of the coherent states, and the κ-parameters of the environment. Explicitly, we have
Using the expressions for the κ-parameters in Eq. (37), we can write the rate as R = R(ξ, µ, τ, ω, g, g ′ ), i.e., directly in terms of the parameters of the two-mode Gaussian attack, i.e., the transmissivity τ , the variance of the thermal noise ω and the correlation parameters g and g ′ . Fixing the reconciliation efficiency (e.g., to be ideal ξ = 1 or achievable ξ ≃ 0.97 [67]) and the modulation µ ≃ 50, we can study the rate R in an entanglement-breaking Gaussian attack with τ = 0.9 and ω = (1 + 10 −4 )ω EB ≃ 19 (about 9 thermal photons). The security threshold R = 0 can be plotted in the correlation plane (g, g ′ ) as shown in As we can see from Fig. 17 , the secret-key rate can be positive for sufficiently high separable correlations in the Gaussian attack. Furthermore, there is no much difference between the cases with ideal (ξ = 1) or achievable (ξ ≃ 0.97) reconciliation efficiency. For this reason, in the theoretical discussions of the main text we have only considered the simpler case of ideal reconciliation, i.e., the rate R = R(1, µ, κ, κ ′ ) = R(1, µ, τ, ω, g, g ′ ).
In order to show the optimal performance of the QKD protocol, we consider ideal reconciliation (ξ = 1) and we perform the limit of large modulation µ ≫ 1 (in fact, by assuming ideal reconciliation, the rate is increasing in µ). Let us derive the asymptotic optimal rate
At the leading order in µ, we find
where κ and κ ′ are given in Eq. (37) . Using the previous Eqs. (74)-(77) and the expansion in Eq. (60) we find the simple formula
We can easily connect this asymptotic key rate with the asymptotic PTS eigenvalue ε opt of Eq. (44) and the asymptotic fidelity F opt of Eq. (55) . In fact, we may write
where we have also used Ω := κ + κ ′ ≥ 2ε opt . Using the latter inequality, we may write the lower bound
As we can see from Fig. 18 , this bound is sufficiently tight for the most interesting range of parameters, i.e., for environments with antisymmetric correlations g + g ′ ≃ 0 (around the diagonal of the correlation plane). In particular, for environments with exactly g + g ′ = 0, we have the equality
(80) since we have κ = κ ′ which implies both Ω = 2ε opt and F opt = (1 + ε opt ) −1 .
Note that the left hand sides of Eqs. (79) and (80) can be positive only for ε opt 0.192. Asymptotically, the practical QKD protocol appears to be the most difficult to reactivate: Its reactivation implies that of entanglement/key distillation (ε opt < 0.367) and that of entanglement swapping (ε opt < 1).
In conclusion, we also show that the asymptotic key rate R opt is well approximated by the finite modulation rate R with µ ≃ 50 (assuming both the case of ideal reconciliation ξ = 1 and realistic reconciliation efficiency ξ ≃ 0.97). This is evident from Fig. 19 , which is a zoom on the most interesting part of the correlation plane. We see that considering realistic finite modulations and reconciliation efficiencies does not sensibly degrade the reactivation process (determined by the performances of the various security thresholds). 
Sec. 3. THEORY: CORRELATED-ADDITIVE NOISE
Here we extend our previous analysis to another kind of non-Markovian environment, which is the Gaussian environment with correlated-additive noise. Here we provide full details on the following theoretical elements:
• SSec. 3 A: We show how the correlated-additive environment can be obtained as a suitable limit of the previous correlated-thermal environment.
• Sec. 3 B: We derive the CM of the swapped state in this environment. We discuss the condition for swapping reactivation, and we identify optimal and suboptimal points for reactivation.
• Sec. 3 C: We study the security of the practical relaybased QKD protocol, providing the general formula for its secret-key rate R(ξ, µ, n, c, c ′ ). We then discuss the reactivation of this practical protocol from entanglementbreaking.
A. Additive-Noise Limit
The correlated-additive Gaussian environment can be obtained from the previous correlated-thermal Gaussian environment by taking a suitable continuous limit (where the continuity is guaranteed by the Gaussian nature of all the process). In particular, we consider the limit for τ → 1 and ω → +∞, while keeping constant
The effect of this limit can be understood studying the CM of the modes A ′ and B ′ after the action of the channel and before the Bell detection. For the correlated-thermal Gaussian environment, we have the following CM
which can easily be derived from Eq. (31) by setting ϕ = µ and deleting the entries of modes a and b. Now taking the previous limit, it leads to
where C := c 0 0 c ′ , and we have used
As we can easily check, the CM in Eq. (83) can be decomposed as follows
so that the environment adds classical Gaussian noise to the input CM V AB = µ(I ⊕ I) with variance n ≥ 0 in each quadrature, and noise-correlations described by the off-diagonal block nC, with parameters −1 ≤ c, c ′ ≤ 1.
In terms of input-output quadrature transformations, the action of the asymptotic environment is therefore described by
where the ξ i 's are zero-mean Gaussian variables whose covariances ξ i ξ j are given by the classical CM V (n, c, c ′ ) = n I C C I .
It is straightforward to extend the previous calculation to include the remote modes a and b, so that we find the following CM after the action of the correlated-additive environment
From Eq. (86), we see that the CM of Alice's modes a and A ′ , and that of Bob's modes b and B ′ are equal to
whose smallest PTS eigenvalue is ≥ 1 (i.e., bipartite entanglement is lost) when n ≥ 2. This entanglementbreaking condition can be strengthened into the strict inequality n > 2 in order to exclude also the possible presence of tripartite entanglement. Note that n > 2 can equivalently be obtained by the taking the limit of the previous entanglement-breaking condition ω > ω EB = (1 + τ )(1 − τ ) −1 . In fact, using the latter inequality and taking the limit, we find
Comparing the latter equation with q 2 A ′ = q 2 A + n, we see that the entanglement breaking condition is asymptotically mapped into n > 2.
B. Entanglement Swapping
In order to compute the CM of the conditional state ρ ab|γ after Bell detection, we can equivalently start from the CM in Eq. (86) and repeat the derivation of Sec. 2 D, or just taking the limit in the CM V ab|γ given in Eqs. (35) and (36) . The final result is achieved by taking the limit in the κ-parameters of Eq. (37), which become
Thus, the CM of the swapped state is given by
It is clear that all the quantities previously derived for the correlated-thermal environment can be extended via the continuous limit to the correlated-additive environment, by just re-defining the κ-parameters according to Eq. (87). Thus, the condition for swapping entanglement κκ ′ < 1 here becomes
We can see that this condition does not depend on the amount of input entanglement (µ > 1) and can always be satisfied for c → 1 or c ′ → −1, no matter what the value of n is, even entanglement-breaking (n > 2). As shown in Fig. 20 , there is a wide region in the classical correlation plane (c, c ′ ) where entanglement swapping can be reactivated. In the correlation plane, we can identify an optimal point (c, c ′ ) = (1, −1). This extremal point describes an environment whose classical correlations are able to completely cancel the noise from the output modes. In fact, by replacing in V add ab|γ (µ, n, c, c ′ ) of Eq. (88), we retrieve
which is the CM of a swapped state in absence of loss and noise (as one can also double-check by applying the formulas in Refs. [17] ). Such an environment has such a unique property since it corresponds to the quadrature transformations of Eq. (84) with ξ 2 = ξ 1 and ξ 4 = −ξ 3 , so that, after the beam splitter of the relay, we havê
Thanks to the global cancelation effect induced by its correlations, the optimal environment (1, −1) not only reactivates entanglement swapping but any other quantum protocol. Besides the optimal point (1, −1) and the Markovian point (0, 0) (which is unable to reactivate), there are infinite other points in the plane (c, c ′ ) with intermediate performances. An interesting environment corresponds to the sub-optimal point (1, 1) for which we have the following CM for the swapped state
This environment cancels the noise in only one quadrature and corresponds to the transformations of Eq. (84) with ξ 2 = ξ 1 and ξ 4 = ξ 3 , so that, after the beam splitter of the relay, we havê
Despite the fact that this sub-optimal environment reactivates entanglement swapping, its effects on the other quantum protocols, in particular, the practical QKD protocol, need to be investigated (see below).
C. Relay-based practical QKD
In order to study the reactivation properties of the correlated-additive environment, we consider the quantum protocol most difficult to reactivate, i.e., the practical QKD protocol (such property is inherited via the continuous limit from the previous correlated-thermal environment). The analysis of Sec. 2 H, based on the use of the entropic equalities S(ρ E|γ ) = S(ρ ab|γ ) and S(ρ E|γα ) = S(ρ b|γα ), is valid for any physical value of the parameters τ , ω, g and g ′ of the correlated-thermal environment. Therefore, it continues to be valid in the considered limit for τ → 1 and ω → +∞ with the constraints specified by Eq. (81).
The net effect of this limit is the re-definition (87) of the κ-parameters in the secret-key rate R(ξ, µ, κ, κ ′ ) of Eq. (73). Thus, the analytical expression of the key rate in the correlated-additive environment is given by
Let us fix a value for the reconciliation efficiency (e.g., ξ = 1) and a finite value for the modulation variance (e.g., µ = 52). Then, for any value of the additive noise n, we can plot the security threshold R add = 0 on the classical correlation plane (c, c ′ ), as done in Fig. 21 .
As we can see, a positive key rate can be extracted in the presence of entanglement-breaking channels as long . At some specified point, e.g., the suboptimal point (1, 1), we can plot the rate R add as a function of n. This is done in Fig. 22 , where the rate is shown to be positive in the entanglement-breaking range 2 < n ≤ 4. In the following experimental implementation, we show that this behavior is robust to the presence of loss.
Sec. 4. EXPERIMENTAL METHODS
A. Description of the setup
Our theoretical results are confirmed by the proof-ofprinciple experiment, whose setup is schematically depicted in Fig. 6 of the main text. Here Alice and Bob receive 1064 nm light from the same laser source (common local oscillator), divided amongst them by a balanced beamsplitter. At both stations, the incoming beams are Gaussianly modulated in phase and amplitude using independent electro-optical modulators driven by uncorrelated signal generators. Unwanted correlations between different quadratures are remedied by purifying the polarization of the light entering the modulators with a combination of waveplates and polarizing beamsplitters. In this way the two parties are able to generate random coherent states with independent Gaussian modulations in the two quadratures on top of the common local oscillator.
Simultaneously, the phase and amplitude modulators are subject to a side-channel attack [22, 68] : Additional electrical inputs are introduced by Eve, whose effect is to generate additional and unknown phase-space displacements. In particular, Eve's electrical inputs are perfectly correlated so that the resulting optical displacements introduce a correlated-additive Gaussian environment with CM (85) V (n, c ≃ 1, c ′ ≃ 1), i.e., the suboptimal point (1, 1) previously discussed. The magnitudes of the correlated noise modulations are incrementally increased from n = 0 to n = 4 (≃ 4.8dB) via 0.2dB-steps, and kept symmetric between the quadratures. Simultaneously, the signal modulations are kept constant at the same level in both quadratures for both Alice and Bob, realizing the constant modulation variance of µ ≃ 52 shot noise units.
The optical modes then reach the midway Charlie, i.e., the relay. Here the two modes interfere at a balanced beam splitter with very high visibility (> 99%) and their relative phase is controlled by using a piezo mounted mirror in such a way to produce equally intense beams at the output. The output beams are then focused onto two balanced and highly-efficient photodetectors. Their photocurrents are subtracted and added to produce both the difference of the amplitude quadratures and the sum of the phase quadratures, respectively. The overall quantum efficiency of the relay is around 98%.
Even if small, the additional loss associated with the experimental imperfections must be ascribed to Eve. This means that, besides the side-channel attack of Alice's and Bob's private spaces, Eve is also assumed to actively attack the two external links with the relay. Globally, we then assume that Eve performs a coherent twomode Gaussian attack affecting the modes both inside and outside the private spaces. As explained before, we can handle this worst-case scenario because we can derive the key rate directly from Alice and Bob's shared data, assuming that Eve possesses the whole environmental purification compatible with this data (see Sec. 2 H 1). The presence of additional loss clearly worsens the performance of the protocol but also makes the implementation more interesting since it proves that the reactivation phenomenon may indeed occur in a realistic lossy environment.
In our experiment, it is worth noticing that the detection method is enabled by the brightness of the carrier and represents a simple alternative to the standard eight-port measurement setup which is typically needed for implementing the CV Bell detection [69] . Furthermore, as the subtraction/addition processes are performed in a software program, an imbalanced hardware-system can be compensated during the post-processing.
All measurements are done at a sideband frequency of 10.5MHz. This is done in order to avoid the low frequency noise close to the carrier frequency and in turn provides a quantum noise limited signal. The power of the individual beams before the detectors was about 1.4mW. The received signal is mixed down to dc from the measurement frequency of 10.5MHz. The dc signal is low pass filtered at 100kHz to set the detection bandwidth and is digitized with 500kHz sampling rate and 14bit resolution. Our data blocks are 10 6 and thus long enough for our secret-key rate to converge to its asymptotic value, which is achieved after 10 6 data points.
B. Experimental secret key rate
Eve's electric signals sent to the modulators have the effect to create random displacements on the optical modes, in such a way to generate an optical Gaussian environment with correlated-additive noise. Besides this, we also have loss at the untrusted relay which must be ascribed to Eve in the worst-case scenario. From the point of view of Alice and Bob, Eve's actions are globally perceived as a coherent Gaussian attack of the two optical modes. All the environmental ancillas used by Eve are stored in a quantum memory, which is coherently detected at the end of the protocol.
As typical in QKD, Alice and Bob publicly disclose a subset of their data. Thus, they are able to reconstruct the joint Gaussian statistics of the three main variables of the protocol, i.e., their encodings and the outcome of the relay γ. From the second-order statistical moments they can compute the experimental CM V exp ab|γ associated with the entanglement-based representation of the protocol.
Once this CM is known, they can derive the experimental secret-key rate, following the steps of Sec. 2 H 1. From V exp ab|γ they can compute its symplectic spectrum and the matrices V exp b|γ and V exp b|γα . Thus, they can compute the mutual information via Eq. (69) and Eve's Holevo information via Eq. (71). By replacing these quantities in Eq. (72), they then derive the experimental value of the secret key rate R exp (ξ). This is the rate that Alice and Bob would achieve by post-processing their data via classical codes with reconciliation efficiency ξ.
As we can see from Fig. 23 (and the corresponding Fig. 5 in the main text), the experimental key rate is slightly below the theoretical prediction which is computed for the correlated-additive environment induced by the side-channel attack. This discrepancy comes from the presence of additional (small) loss at the relay station which clearly degrades the performance of the realistic protocol. From Fig. 23 we see that the experimental rate Experimental key rate (bits/use) assuming ideal reconciliation (ξ = 1, blue circles) and realistic reconciliation efficiency (ξ ≃ 0.97, purple squares). Modulation variance is µ ≃ 52. Due to loss, the experimental rates are slightly below the theoretical curves associated with the side-channel attack, corresponding to a correlated-additive environment with (c, c ′ ) = (1, 1). Additive noise n is increased beyond the entanglement-breaking threshold (n > 2). We can see that the experimental key rate is positive in the region 2 < n ≤ 4. The reactivation of QKD from entanglement-breaking is experimentally confirmed.
remains positive after the entanglement-breaking threshold. (Note that the entanglement-breaking condition n > 2, derived for the additive-noise environment, continues to hold, approximately, when small loss is present.)
Sec. 5. FURTHER DISCUSSION
We clarify some points which may help the readers to better understand the impact of our results. In the first subsection we discuss a simple example of reactivation with qubits. This example is rather artificial and is only provided to clarify the conditions where the phenomenon of reactivation becomes non-trivial. In the second subsection we explain the relations with previous literature.
A. Reactivation with discrete variables
Consider the protocol of entanglement swapping in a lossless environment known as U ⊗ U * -twirling. This is realized by a classical mixture of operators of the type U ⊗ U * , with U being a unitary. Suppose that Alice and Bob possess two Bell pairs, ρ aA and ρ bB , respectively. For instance, each pair may be a singlet state (|0, 1 − |1, 0 ) / √ 2. Qubits a and b are retained, while traveling qubits A and B are subject to twirling, so that their reduced state ρ AB is transformed as
where the integral is over the entire unitary group U(2) acting on the bi-dimensional Hilbert space and dU is the Haar measure. On the one hand, this environment is locally entanglement breaking. In fact, by taking the partial traces of Eq. (91), we can see that the two channels ρ A → ρ A ′ and ρ B → ρ B ′ are completely depolarizing. On the other, the application of a Bell detection on the output qubits A ′ and B ′ has the effect to completely cancel the environmental noise. In fact, one can easily check, the output state of the remote qubits a and b will be projected onto a singlet state up to a Pauli operator, which can be "undone" thanks to the communication of the Bell outcome.
This example is artificial because it heavily relies on the fact that environment is lossless (no qubit is lost) and the action of the unitaries is very specific, i.e., they are perfectly correlated and of the twirling type U ⊗ U * . In the presence of loss, this perfect noise-cancelation rapidly tends to disappear. This is why the study of the reactivation phenomenon becomes non-trivial in realistic lossy environments. From this point of view, it is known that the quantum systems which are more fragile to loss are CV systems, which is why the study of reactivation is absolutely non-trivial for bosonic modes in lossy Gaussian environments.
B. Main results and relations with other literature
To our knowledge ours is the first work where:
1. The basic CV relay-based protocols of entanglement swapping, quantum teleportation, entanglement/key distillation are studied and extended to non-Markovian conditions.
2. Weak non-Markovian effects (modelled by separable correlations) are shown to reactivate these relay-based protocols back from standard (Markovian) conditions of entanglement breaking.
3. The survival of a multi-partite form of entanglement provides a physical resource which can be localized and then exploited by the previous protocols (directly or indirectly).
4. The reactivation of a quantum relay is experimentally demonstrated.
5.
As explained in the main text, we experimentally show that the single-repeater bound [40] can be overcome by the presence of classical (separable) correlations in the bosonic environment.
These main achievements have a limited overlap with previous results in the literature. Ref. [43] is a theoretical-only study which considered a different configuration, that where Charlie (in the middle) has an entangled source to be distributed to Alice and Bob. Despite this configuration of direct entanglement distribu-tion can be seen (by some authors) as a reverse formulation of entanglement swapping, the two schemes are inequivalent and very well distinguished by the community.
The distinction between direct entanglement distribution and entanglement swapping is really important and is at the basis of different branches of quantum information protocols. For instance, direct entanglement distribution plays an important role in device-independent QKD, testing of non-locality etc. By contrast, entanglement swapping is the core technique for quantum repeaters, MDI-QKD (i.e., semi device independent QKD), etc. It is clear that showing a new effect or property for one of the two configurations does not automatically extend to the other.
Let us further discuss the basic differences between direct entanglement distribution and entanglement swapping:
• In CVs, entanglement swapping is much more fragile than direct entanglement distribution. In fact the two protocols have well-known different performances in the presence of loss. For example, in the non-Markovian environment considered in our paper and considering the limit of large µ, the remote entanglement distributed to Alice and Bob is quantified by smallest (and asymptotical) PTS eigenvalue
for the case of direct distribution, and by
for the case of entanglement swapping. The analytical simplification induced by the limit µ → +∞ clearly shows the extra factor τ −1 , which makes the performances of the two configurations completely inequivalent in the presence of loss.
• Entanglement swapping is conceptually more interesting for its connections with network implementations and the end-to-end principle. Contrarily to the case of direct entanglement distribution, where the central node (Charlie) must prepare quantum resources to be distributed, in the case of entanglement swapping Charlie needs only to perform a very cheap and efficient detection on the incoming systems. Removing quantum resources from intermediate nodes is a key step for the scalability of quantum protocols to large quantum networks.
• Specifically about the phenomenon of reactivation: this is possible in both configurations, but this is based on two inequivalent dynamics of the quantum correlations. In the direct distribution of entanglement, the injection of correlations from the environment can reactivate the transmission of bipartite entanglement from Charlie to Alice and Bob. In the entanglement swapping configuration, no bipartite entanglement (or even tripartite) can be transmitted even with the injection of separable correlations from the environment. The key resource is here quadripartite entanglement which is not directly exploitable by the parties but must be localized by the action of the relay. Thus the phenomenon relies on the survival of a multipartite form of quantum entanglement.
• Finally, we stress that the non-Markovian study of all the other relay-based protocols, i.e., quantum teleportation, quantum repeater (swapping plus distillation), key distillation and practical QKD, were not treated before (and no experimental implementation was done).
For completeness, we also discuss the relations between our work and previous literature on QKD, specifically Ref. [24] , where MDI-QKD with CV systems has been introduced. Together with Ref. [24] , the present work shares the basic structure of the QKD protocol and the necessity to perform a security analysis in the presence of environmental correlations. As discussed in Ref [24] , random permutations and quantum de Finetti arguments do not allow to reduce the most general coherent attack into simple one-mode Gaussian attacks of the links. In other words, the unconditional security must be tested against a two-mode Gaussian attack of the links which therefore involves the presence of correlations and non-Markovian effects.
Apart from this common ground, the novelties of the present work with respect to previous Ref. [24] are several and non-trivial. These include the following points:
• In the present work we study MDI-QKD in the presence of entanglement breaking. This is an extremely insecure scenario which has never been considered by previous literature.
• For the first time we show that non-Markovian effects (in the form of a suitable coherent Gaussian attack) may actually be beneficial for QKD. The fact that some coherent attacks may actually help the key distribution is an interesting new feature whose potentialities should further be explored.
• We experimentally realize the first two-mode sidechannel attack of a CV QKD protocol.
